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/ The purpose of the information network anh
computers in the University of Tokyo is for educational,
research, and administrative use only. Any and all use of
the University information network and computers for
inappropriate, illegal or unlawful, and/or unethical acts is
strictly prohibited. Accessing inappropriate websites,
sending out unsuitable information, violating copyright
privacies, causing annoyance or any other form of
harassment, and accessing networks and computers
illegally will lead to warnings or disciplinary action. All
users will be held accountable and must assume full
responsibility for their own computers, system
accounts, passwords, memory devices, software, and
etc. Misuse of your computers or system accounts by a
third party will inconvenience you, others, and the
University as a whole. Be sure to follow these

Quide!ines, and act as a responsible user. /

(1) Be cautious about misplacing or theft of your
information assets

Strict care must be taken at all time concerning misplacing or
theft of your laptops, hard disk drives, USB memory sticks, or
any memory devices that include important information. Thefts
occur even on the University campus, particularly in classrooms,
cafeterias and other public areas accessible to everyone. In the
event that you should lose an item which includes a system
account or a password, you should report this to your Network
Administrator immediately.
(2) Guard your password

Intuitive passwords lead to computer abuse. Avoid passwords
that are easy to guess, those created from names, words, digits,
and/or their combinations. Passwords based on keyboard
layouts or short in nature should be avoided as well. Choose a
combination of letters (a mixture of upper and lower cases),
numerals, and special characters; and ensure that your
passwords represent a random combination. Memorize your
passwords or closely-guard any written records of them.
(3) Keep your software updated

Always keep your OS and software current. Be sure to enable
automatic update functions. Computer virus infections and other
security problems develop easily with old versions of software.
In addition, please refrain from using unsupported software
because security fix patches are generally unavailable.
(4) Measures for computer viruses

Antivirus software must be installed on all computers. Ensure
that the automatic updating of your antivirus software is
functioning properly, thereby keep your virus definition file
current; and routinely scan all files on your computers. One
major means of virus infection is exchanging files via memory
devices such as USB memory sticks, as well as file exchanging

over networks. Before you use a device or a media that is not
yours, run a virus scan on it immediately. Some operating systems
have companion features that run programs or open files in CD-
ROMs or USB memory sticks automatically upon connection, but
these should be disabled.

Antivirus software is available at a very low price for University
property. The Licenses are distributed by the Information
Technology Center to departments and laboratories, and to every
unit within the University. Please consult the unit-that you belong to
for a license.

(5) Turn off your computers during long absences

Turn off your computers if you anticipate not using them for a
long period of time such as consecutive holidays, graduation,
business trips, and other similar reasons. When you return, ensure
that your software and virus definition files are current before using
them.

(6) Inappropriate file sharing is strictly prohibited

Using file sharing programs to share music, movies, books,
software, and other copyrighted data with a third party is illegal.
Regarding a P2P file sharing program, you must take cautionary
measures about the data you download, because such programs
generally enable or cause unintentional or inadvertent transmission
of messages or files. Moreover, inappropriate file sharing may
possibly cause virus infections and information leaks. Nowadays
illegal copying and security fears caused by file sharing have
become social problems. The university monitors network use in
the event of possible illegal or inappropriate use, and investigates
Suspicious cases.

(7) Excessive access or downloading is prohibited

Excessive access or downloading of online journals or databases
that breach terms of service is prohibited. Particularly, excessive
access to a database using downloading tools that consume an
unreasonable amount of network or computer resources
inconveniences other users, and may lead to disciplinary action.

(8) In case you are warned

When professors, staff, or network administrators warn you of
inappropriate use of the University network or computers, you
must follow their instructions immediately. Continued use of
computers infected by viruses or any and all other inappropriate
use of computers is strictly prohibited.

Related WWW sites
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University of Tokyo Rules Pertaining to Information Ethics
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